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Groups ©
_ YEoQoms o MEIE o
DA
as== H'lfr‘a_GrOUp 2020-01-03 17:59:09 (UTC+09:00)
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% Seeurity_Group 4
¥=oz - A B o s
NCP_INFRA_MANAGER @ Allow 2018-01-18 20:08:55 v
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OlALE A, AS W ALEAL AlQol| st d7(Hez HESIH, Ald AL SA|, Al A
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=a000j0) v Q  207FHET v
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A @A user2@mail.com Console Access e X fal ] AR OHR 2020-01-09 11:14:55
(UTC+09:00)
AHEAH useri @mail.com Console Access e TX e AE OB 2020-01-09 11:14:11
(UTC+09:00)
<2l Sub Account A& 22>
=Sub Account &Ml A9 : http://docs.ncloud.com/ko/management/management-4-1.html
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No. VP-01 =5 = CHAF MH|A Secure Zone

MH|A | = HO|H E2tRE SSHE2| Secure Zone MH|AE= JHQIZELR 42 22 HE ZHE ErCt
MR | o OLHEH BSE 4 Qe MY, WEY3, 2Ot S 2= £2MS Aot

o | SE MEITH LI SIS ©f 2t Mzt YDEAZ 23t s oy L MRS

SETT | zoypE WHASE DBAMHISO RS 22 QI WIEY ATt £2lg/ofof B CH

» Sezure Zone 2 O|8310{ WEB/WAS o DB 2 £2|5t0] MH|A ALE 20| T2 HEY3
=e|& M1 LTt Secure Zone Firewall & O|&3t0] H|Q17t S410i| CHaf SA| &fL|Ct

= Secure zone A4 O : Console -» Secure Zone -> Secure Zone Policy

Secure Zone / Secure Zone Firewall / Policy 0 ] B & -
Policy ©®
+ Policy 484 e OBEYE ~ Y& O Yol 2 X Ch22L 2 MEad ~v
HaARet
@) verautpeny 22 & 20 744 27 -
Name Source IP Destination IP Protocol Port Action
51701d761778(10.39.6.57) v o db-u7dm beta-cdb ntruss.com A TCP 3306 v Allow
[+ |
<32 Subnet £2/>
» SecureZone AM| M™H : https://docs.ncloud.com/ko/security/security-14-1.html
bl
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« NAT = HERZ FA B#H3H(Network Address Translation)2] 2zt2, H| 291 HEQ A0 &6t
MH[A | O] 7He| SAED} otLte] ZQl IP FAE AHEoSt0] QIEUI0| H&ots WO NATE 2|l
He 2= 222 NAT Gateway ELT'_ FELICH NAT Gateway = H| 3¢ IPE 712 T2 AMH{Of|A|
CHE 3¢l IPE 0|E2¢t 2/f Hd&S S L.
- 9% SAI AIBO| 4HO2 AL AU FL MY MBITF ASALDI LMALS ©f o2
HESH | JEE dE5E =+ U= 2ol %—ZH SL|Ct T2t AR S20| 2t=%(0] O 0|4 2F 22| §410|
e o= MHEO CiaiAe= NAT Gateway AZ0IA A|2| &L|Ct.
HAZIZ | L= . 27 54 AEB0| &=E MUYt gl 39 ¥= Lo}
* NAT Gateway ALE S42 Public IP 7} 9l M9l 28eto| EAIZ fls AtEsSt= 7| 0]7]
MZ20| S4I0] st A HOASE NAT Gateway € Edfl F 2ES ot 4 A0l ACGE
ol Alojste AS HI LCh
* NAT Gateway 444 = Peer Host 0| 70lM 2|22 E410] L2t MHt S42| 4HS
Sil==0{0F BLICtH ACG & dAS oifF0{0F 2IF =22 S4I0| Jts &L Ch.
1) NAT Gateway & 44 ct.
NAT Gateway / NAT Ga P mr @
NATGateway 0 o
sEdeomr ¢ o 4=zn o
HaARt
NAT Gateway 0|2 il Peer Host 7= e
¥ cloudsecurity 49.236.166.36 07 A
NAT Gateway 0|8 (Instance BEUA
10)
<% NAT Gateway 4>
2) Peer Host &0l NAT Gateway € A2 A2 MHE HF LTt
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NAT Gateway O|&* cloudsecurity v

Peer Host 0| * cloudsecurity-api

Peer P F4® 125 128 30 50

HA My MHOIE v Q 2 M

MH 0|2 Zone v ApER e 0|2 ZONE  AEj
kr-dev- KR-1 e ZX

servicename-

web01

1=

0/1000 Bytes

<. NAT Gateway Peer Host A&>

= NAT Gateway AHM| AT : https://docs.ncloud.com/ko/networking/networking-10-1.html
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VP-03 QHH3EH M4 4 M
Certificate Manager/ SSL VPN/ IPsec
No. VP-03 =T = CHAF MH|A
VPN
MH|A | = Ho|H S2tRE SSiZ2 QHHsHA FEARLMO| 2 & & JULF Certificate Manager, SSL
e VPN, IPsec VPN & A|lSELICt

oX
oY
Jo
i

- YEAo) BLots WS YB3 2lRe| BAAZLE ClOES BS57| I s
B4 202 HB/O0IG5D U ¥ BUC

oX
oY
N
HN

- YEAA0| YHO| LR R0l OHHE YA ALS HBHD Ut

40
02
fok
oo
C
n

= AN

= Naver Cloud Platform Of|Ao 2%
he 2

QISAM(SSL @

Al
Balancer, CDN+0f| 29t QIZME

—

. 2 ey

— =

AeE USME
Loa e

| 2wy

AZN Mg

O|Z)Z2 HES

S A MH|A0 & Al O|BASS| HHEH H&S flaf Eot
€ M1 g Ct. Certificate Manager AZ2 £3 Load
2
24

8% 4 AsUct

10

Ol% : Console -> Certificate Manager QISA S2 -> LB, CDN Q=M At2 43

MM Al ZZ2EZS HTTPS, SSLS MElSH= Z2 Certificate Manager S2&|0f
ALEE & JAELICH
Mg

ECEHA 8y 2 MEF7t 3 HPPEHI

Private P © PubliciP

KR-1 KR2
TZEZER EEWRIME MHEE L7 Haalth Check proxy Sticky 4%
4 Protocol Session
HTTPS v 443 20 / ® £ 7

<33, LoadBalance SSL QIEA HE AtH 2>
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@ =cusii s © certincatexx 3 Cipherit® & MEz7 s Lmam g

Cerlificated

O =833 = SSL Certificate 018

SSL Certificate 4% - select -

<23. Load Balance SSL Q1AM HE >

AZ0l M, DB HZ2A|0l= SSL VPN, IPSec VPN AES E5i
LICt

= Naver Cloud Platform Of|A

otHsH H&ste A H1

o Mo

* SSL VPN ARZ 281 SSLVPN A4 -> AtE2F A -> AMEZF VPN Client 2 - 4 o4

MHE ACG FHE(SSLVPNIP 3{8) -> M &4
= SSLVPN &M A9 : hitps://docs.ncloud.com/ko/security/security-5-1.html

» |Psec VPN AR ! IPsec VPN Gateway 4 -> IPSec VPN Tunnel 724 -> MH ACG
S{E(SSLVPN IP &) -> &4 Ty MH ACG S{&(SSLVPNIP &) -> MY &%
* [Psec VPN &AM A9 : https://docs.ncloud.com/ko/networking/networking-9-1.html
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3. My ok

SV-01 AMH|A ZE 2|
No. SV-01 =0 A CHAF MH|A MH-ACG
= Naver Cloud Platform ACG(Access Control Group)= AH 7 HE3A d2 Ao L 22|S
I g o~ U= IP/Port 7|8 TE{E HotH MU[AQLICH D2 7|= o (iptables, ufw, A=
7H°_ gotE) S JEA ez Held e Q0| MY OAE0| Cist ACG Rule & &/ HA¥stn 22|
. = UEULCH ACG & Stateful &A0|7] WHZO| 2I0] 2HAQI0| Blet ERfEE 2 E52= o&
ELC,

0¥
oY
Jo
ikl

» MH|AO| TQFIR| U2 |IP, Port IEOZ ZIGHYIT 0| Eralist 4~

AN
AE3HA| %= IP, Portof T3l 51& &[0 S?AEXI st HsiAtLE

HAZIZ | = €= . MH|A0| Z2FH IP, Porto] CHoHAI2E HEE|0 U= B L= LT
» ACG M2 White List Allow HEfZ 22[/2F & 5= USLICL Default ACG= ¥EF FH
S1& IP 7t Any S18E|0f AELC et MH[A0| st IP, Port BF 5835t ALESHOf
SrLICH ACG 0| "EM0| gl d0= Z& IP, Port 7t AtEH EL|CH
* ACG &3 O+ : Console -> Al -> ACG
= Default ACG <Elil= 2= IPOj| Cish ¥F H£0[ 5{8%0 ASU T
ACG ©
+ acc By HE ¢ Yotwr| 3 X CHREE fa Rt - n k] v
ACG 012 ACGID HE ME O He
ncloud-default-acg 104494 0 Default AccessControiGroup A~
iz EEERCH
HARE Zeez=i o

zzes Lo 58 BE(AHIA) LT}
ICMP ncloud-default-acg(104494)

uoP ncloud-default-acg(104494) 1-65535
TCP ncloud-default-acg(104494) 165535

TCP 0.0.0.0/0 (2 H)) 3389

TCP 0.0.0.0/0 (ZH) 2

<2l Default ACG AEHR>
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" ACG 282 AH|A0| 23t LEQF 2F5{0F FL(CH

=
+ Acc ¥4 48 o gopur| 3 X oe=c CcHznE
[acomz | acoum
ACG 0|2 ACGID HE MY U3 ne
ncloud-defauit-acg 104494 0 Default AccessControlGroup e
& kr-dev-servicename-web-acg 137965 o ~
g T 27
Tzae=z=7 g
ZzER 2 24 3% TE(AH|4) ne
TCcP 0.0.0.0/0 () 443 HTTPS-WEB
TCP 0.0.0.0/0 (H) 80 HTTP-WEB

<% MHAO QT ZE 255

» ACG AMM| A9 : https://docs.ncloud.com/ko/compute/compute-2-3.html

H|
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SV-02 Mzt S Aof

No. SV-02 2T = CHAM MH|A MH-ACG
= ACG(Access Control Group)e= AH 2 HER3 2 Ao & &2E & £ = IP/Port 7|gt
MHIZA | LEIY st AHIAQLCH DS 12 Yale (iptables, ufw, A= Wik JfEzo=
He atele ’é‘ﬁ 9i0] M 20| st ACG Rule 8 &4A MdA5tn &2|8 4 JSUCH ACG =
Stateful 2AIO|7| WZ0| 2|0 2tAQi0| Btet ECfL2 4522 E FLUC}
» EX M2} SHAIDIL HASHS AL MB{ZF FI2E P, Portd]| Q|5 ZIs{AIDIt HMOE 4
HAZ|E | UASLICE 22t OJs oES lsl AMH[A =20 Z25t IP, Portdl] CHai ME{ZH HEE0 U=A]
d4d g
= AT 1 MBZE SA10] CHolf Z2MA0| ofs SQIE Z2H0| CHSHA B ACGZt SI8E0 e R
HdI|1E _ -
&5 gLt
= Naver Cloud Platform ACG = 2|C{ 100 7t2|2t 40| 7ts 517 W20 s¥et =42 AMHQl
3% ACG 2 &3t 50 Helotes AS HIOYLICH sYst MEUIS| MB7H 412 ACG E S
A4 & & YEULCHOIR 7158 AIRSI0 ARY|ZE S08SS SXE 7| gULh)
ofl) [21ZF ACG AME]
® HYEE Ak Sh= IP 318 2|8 7ts, Outbound H& =27t
ACG 71 % | kr-dev-servicename-web-acg X
ACG O] MEE MM FXE TABLICL
E_T'_AI'Q ZzER" BT Ak 5|8 ZE (MH|2)® He a4z
TCP v mylp
Detail
TCP 10.41.164.251/32 9090 n
TCP 10.41.164.250/32 22 WEBO1Server n
<12l ACGAIZA| In Bound T#2l MZ>
* ACG &Ml A9 : https://docs.ncloud.com/ko/compute/compute-2-3.html
H|D
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SV-03 AL8A 2 A4

No. SV-03 i A CHAF MH|A M
» Naver Cloud Platform Q| At AMZS2 AMH|A F2Q} AMR 22{0| MEHsH S0l AMBIE MEHS
MH|A | £ QUEZ Standard, High Memory @ Z+2 Ctkst M| EFRS AHSELICH S8t CentOS,
e Ubuntu, RHEL, Windows, MySQL, MSSQL S CI¥st 0|0|Z|& A|&a5tn YD =2 CHekst

ol 2YAAHE UEY -~ AGLIT

=2 -2

0¥
oY
Jo
)

- 0127| AFRA| IIAET} 2l JHsA0| 917| TE0| ID, Password £ 2 22siA Ao
ol

B H42 8PE 3% G 2 gUC R A
7

£52| $=5 FOIsHOF BUCH)

0¥
oY
N
N

o
NBl SO 34 B32 4 ¥ 4 OIautt. ¥ T4 B 43 2 4D U2 SSLVPN 3

IPSeC VPN QL|Ct 2I2i0jAQ} HojH 2
IPSeC VPN 2 #1 gLct MY & 33 *E%JOI etz £ A
=]

- 913712 AR MY B% WO CfsMs B 338 B2

http://docs.ncloud.com/ko/compute/compute-3-1-v2.html

HDARE
* NCP IPsec 2 AS3IS B Legacy &8 23| IPSec oM AMEHEZ(IP, Port)oi| CHall AHZ X}
HIEAS &LCh
» Bastion Mt HE 2 MHYEZSAHE ot= B2, 22R|9 IPE NACL ACG £ AFESHY
EXot= A2 H §hct
» 3rd-party MHEZEH £22M48 0|2510 £2M9| ID, Password + 22015 dHAIS 0|23
MEO| dZ2ots EdR0e HEsSCt & o UAFLICH
H|
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SV-04 32l IP AL At

No. SV-04 zon = CHA AMd|A A
D] BRAHT UL OfH AUl EY 4 9= DHE P 240l ol PE ABEUC
MHIA roadl _IPE J1240] 2|45t *‘lfﬂoﬂ_g"gg o JAsUT 2= 32 IP= %'ROH_ T2t 11 ZK0|
A= 2Rt 2 M2 HES] 2 4+ JASLICH 7|2 MHE Al AHZ o|de of, ZH|E A
ABIO| 723 SUE HHS PE T IIZ M2 B2 IPE AT AHo| TS| e
e MHIA ZCHAIZE 0F AHIAS 9402 ATY 4 YBUIC

dE54 | A0, YT Subnet L0 U= MHSO| YE £t 2IF 7= 7tsd0l EA &Y
Private Zone Off 2|2|5t MB{Of| Public IP ¥YE|A| R=E 7|12z HY LT

= Private Zone Of| /28t AMB{0f| Public IP 7t &2 F2 aig IP2 ai? 0| Y2 71540l

= &S : Private Zone 0| 2|25t NCP M 2 Public IP 7t &&= A7}t QCtH %S

0¥
oY
N
FN

= Private Zone Of |28t MHE{= PublicIP & AFE5tA| Y&LICH 2Fete] S410] HR
NAT Gateway & &3l 4! st= A= D Ut 2829 2[£4Ql In/Out S410]

T-goi| oiet 1ot B gLCH

Taver®

+ A8y AE o Yoprr| 2 X ogsc oMy

Public IP & AI23l0f 5t= B Y AH{E Public Zone 22 0|S3H= S9| Architecture 2

A . .
Network S.L|
A 012 A 0|0jF| 0|2 My P48 A YU IP EUIP ZONE 2U8Y g3
5 $1713431a0e2 i centos-7.3-64 [Standard] 2vCPU, 4GB Mem [g1] o 22F 10.41.166.231 KR2 7= B
5 51713431379 i centos.7.3-64 [Standard] 2vCPU, 4GB Mem [g1] o 2TF 10.41.165.33 KR2 7= = ~
5 517134300941 & centos-7.3-64 [Standard] 2vCPU, 4GB Mem [gT]) o 22 10.33.15.177 210.89.178.5 KR-1 7| v
<ad. Me =2 1P &l
= Public IP &Ml A% :https://docs.ncloud.com/ko/compute/compute-2-1-v2.html
H|2
NAVER Cloud
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SV-05 225t MH A7

No. SV-05 2 = CHe AH[A M
= Naver Cloud Platform 2] M| MAE2 MH|A 2o} AIR 220 Aehst A59| MHE MENE
MHE[A | & UEF Standard, High Memory 2 22 CiFet MB{ EIYES AHZEILICE £t CentOS,
e Ubuntu, RHEL, Windows, MySQL, MSSQL & C}st 0|0|2|& #|25tn o8 2 Cfokst
szio| SAHAHES Meg 4 s
HAI|2 » S MHALE F20| 2t=2F)7t EAst=A] A5t 2|22 2 AHof CisH 210
=
ST | oiblstn el HA sc
— AT AR ZAH0| A=E(0, SE2SH MHO| Cfdi H7|A HEE Sl PHe M27t 1 U=
a |:|7|'|'_' HO ors St
4% = et
= AR S20| 2t=2&( 0], SEQst MU0 Ciall 7|4 HESt &S At s, MY 43 U
HZE Soff MO Cfst 2 AEE o & J=F U
Server ©
#2 UG0S XK Q00| AGOE WAL vMALE0] 2712 5%
4EHwoNA @ XOEES  CH4EIE v
% g sugg Z=ogsy 505 v Q
Network 2L
ME{ 012 A 0|B|X| 0} 5 A ad HIZY P P ZONE 2UHY B3
= s1713431abe2 & centos-7.3-64 [Standard] 2vCPU, 4GB Mem [g1) e 22F 10.41.166.231 KR-2 7= [/ ~
= 1712431370 @ centos7.3-64 [Standard] 2vCPU, 268 Mem [g1] | @ 22F 10.41.165.33 KR: 7= = v
# B s1713430e3d1 % centos-7.3-64 |Standard] 2vCPU, 4GB Mem [g1] 10.33.15.177 210.89.178.5
HaALEH s
A5 0| & (Instance ID) AH 00X 0 &
oL Z0NE
CEd ] 08
E YA Network Interface
bt H8 s o
a9% e ZeIP (Instance ID) &
BN 3 HE MY o
Metwork SLIE[Y 2 RESNEAK (o
287 a A=k e
ASRX [z AcE 1 ans
s SSD A& (K| 37} o1y
B2 epir
Q. 2Hest Muof cist dE>
H|Z
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SV-06 OS #ofd H4

No. SV-06 =20 = CHAF MH|A M
* Naver Cloud Platform 2| AMH(MH) &F2 MH|A F22 A8 =40 Hgst 452 MHE
MH|A | MEHSH 4 QI 2 Standard, High Memory @F 262 Ctkst MU EfRIS AHZEL|CE E5t
Hne CentOS, Ubuntu, RHEL, Windows, MySQL, MSSQL S C}st O|0|R|E AH&stn sz
CIASt HAES| 2HHAHE MEde 4~ USLICE
R 0S 9| z|ekst dYPo= Qloff Wl £~ Q= s AtRE of|Esty| o F7|42=2 OS 2y
aoo— =y =
s a3 gt
HAIIE | = &2 FI|H2=2 OS5 4 HAS oldstn Ues B9 &= Lt
» MHE ddstn, A|A-S TiUeldez @F 517 M OS st d¥0| J=A| dAsts A2
A LT £S5 A|AR 2F O|R0|= OS HE0| HEAIYO| gt £~ o8z FI|He=2
zlobg A2 £ Lot
= Naver Cloud Platform 2] £t MB|A = System Security Checker & S5l #2311 ZFHHSIA OS
2|0k HHS ALY & 4 QJALICH
= System Security Checker O|& 414 = ZF OSO|A Agent & C}2 2rop Aalf gL|Ch,
» A A2 LBt A 2o 5 =2E YXA| et&L
» AAH A= Console -> Security -> System Security Checker -> OS Security Checker Of|A =2l
ts st MH OS2 S=istH Z|oFdo ol &2l & 4~ o 2[ZE HES Soff MEAe!
HADARE | HEL 2o D AtEE =0l & 4+ AELH T
OS Security Checker ©
e 4EEE - JEYE OS Security Checker [3 4B Uotrr 2 Fo RN Lan k-] ~
nEe v EZSA 20200401 ~20200401 = ServerO|= i 3, Excel
Region  server 0] InstanceNo Check list HEUN 05 version HAYHY FS  Crilical Major Minor Report view
KR 3917328 Linux: rll?jg;ﬁctﬂn\c;liﬂdﬁ Cent0S Linux release 7.3.1611 (Core) 773 5 1 1
<2l 0OS Security Checker Z1>
= OS Security Checker ME At Y : hitp://docs.ncloud.com/ko/security/security-9-1.html
H| 2
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4. AER2|2]| Ho

ST-01 2l 371 23

No. ST-01 =2 =2 CHAF AMH|A Object Storage
MH|A | = Naver Cloud Platform Object Storage = AFEZ7t A O{C{MLL K5t= G|0|E{& A &5t
ne EHMSh &~ QI E I A J7HE A|FsSt= MH|AYL(CH
» O 32RE SHFOM V1Y BIRISH| HERE ALV EEstE Af27F HEIQ| 4E 2E=2
HASA | st At YUT TetM S22 FE7F E2E H310| f0| /2 40 JA=R| OFRE
FINHe=2 HE St
HAIZ | = SQEEE Bdstn U= HAO| HIZHE Y0 JUes 3% &= Lot
= HZ10| Cfs 371 e 22 HAQ HY, M2l W Object 3250| =& ULt SLEEE
Hastn e HA tesiMeE 37002 E HIZ/E 43S A Ut
= IAUO| Cist 374 O{FR= 7HE mUOA HFELICH HAe| S/t HIZIHY BRets, B2l
Lf 2 =l I HoHo| SIHY FS QAFO0IA oY oo 2 & & JAFLC
» HZl MM 0% : Console -> Object Storage -)> Bucket Management -> B2l A1
Object Storage / Buckat M
< | HI M mum zoz gueis 49 oo ss
At
Q= © 2wy 3 qzEY
Azt |
T O 2T 2
Qg =3l 34 4>
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< C @ krobjectncloudstorage.com/kr- data2/

[
w
I

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<ListBucketResult =mlns="http://s3. anazonaws. con/doc/2006-03-01/" >
<Mame>kr- —dataZ</Mame
“Pref x>
<Marker/>
<Haxkeys=1000</ Haxkeys>
Deliniter/>
<lgTruncated=false</|sTruncateds
v<Contents>
“Key>0bjectStorage _TESTZ, tut</Kav>
<LastModi f i ed=2019-09-20T08:39: 22, 082Z</LastModi f ied>
<ETag>"c388588d 1881 408cdad2124111 2edeh” </ETag>
<Bizex18</5i ze>
v <0wner>
<|D=ncp-25681 70-0</1 D>
<DisplayNane>ncp-25581 70-0</Disp | ayHane=
</Tynars
<StorageClass=Standard</StorageClass>
</Contents>
w<Contents>
<Key>0bjectStorage _TESTS, tut</Kevz
<LastModified=2013-09-20T08:43: 03, BE0Z«/LastModified>
<ETag> " c38056541 551 { 408c4ad21 24111 Zedeh " </ETag>
<5|zex18</5ize>
v <Owners>
<1 Dxncp-25581 70-0</ | D>
<Displ avNane>ncp—25681 70-0</D0i sp | avlame:
</Oners
<StorageClass>Btandard</StorageClass>
</Contentss
</ListBucketResult>

Aag. HAil M 28 Al =2 ¥

= Object Storage AtM| A9 : https://docs.ncloud.com/ko/storage/storage-6-1.html

H|2
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ST-02 COJE| £% 27| 2l

No. ST-02 =LE

ol
-

CHAF MH|A Object Storage/ Archive Storage

= Naver Cloud Platform 2| Object Storage &= Archive Storage Cit| ¢
MHA AtE AtE5HE H|0|E{= Object Storage O A&fs sk, 27| EI’;F%_ ?lst Ho[E{= Archive
He Storage O &3td & UAEF Lifecycle Management 7|s8 AHISEUCLAAZ 7|8 JMS
E3ll Object Storage 0lA Archive Storage 2 Z}52 2 C|0|E{E 0|50, K7t HZH 4
HAH2=Z HO|HE &2l & ASHCL

o L&) HZ2OF

ol

[

= AE0| 22 E Datall 4% AFEE0| BO{2|7| Wiz0f #2|e] £2&=2 Qls Data =/F=0
A=A | 2T & ASUCH oAt oS 2lsh A 22| stAHY, BEo AER|Z|2 0l AlAH B
LTt
aayz | * U2 T ABOI RSO ARl W2 Data CHalks $UFI| YUS Sa U=
oo’/lT™

=
Storage(Archive Storage)0f| Backup B2tz Q= 2L 4S5 &L

3 2
OlFollM 7] Z2 201 442 Soff U oida 9 22|, 2ts HeY 718 48 Ut
» pEHZY| JMEZ 2Tt 517 QSHA = Archive Storage 7t AFMO| M E[0 QL0{0F EFLICE
AR | = Lifecycle Management A% Of
YR 42 2Tt

= O B{2! @ Backup 2 iy B2, Ol ?IZ| :Backup |542Z| A&2|%|, 0|5 A|Y :Data

Backup F7|

: Console -> Object Storage -) Lifecycle Management ->

I
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4977|537}

2| th4 (Source)

Ci B2

kr-dev-servicename-databackup

Object 0|2 FX(BZ0) @

0|5 £l%| (Target)

/data

EETE

ZEO|LH(B{Z) 018 O

Archive Storage

databackup-secondary

NEZE @ /data
o g O} B 5 2l Gj|OJEf AtH|
OIEAME(EE ) 30

<2d. Lifecycle management A& O|&%>

= Object Storage &M A% : https://docs.ncloud.com/ko/storage/storage-6-1.html
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ST-03 SEL35 K3l A
No. ST-03 =25 = CHAF MH|A Object Storage
= Naver Cloud Platform 2| Object Storage = Archive Storage CiH| &3 &£t W20,
AHA AtF AFRSHE O|0|E{= Object Storage Off A& s, &7 223 2[§ H|0|E{= Archive
7H°_ Storage O A&5tA 4 QAT Z Lifecycle Management 7|52 AH2eL|CHAAHS 7|d ZS
iy
E3l Object Storage OlA| Archive Storage 2 AH=2Z H|0|E{E 0|2+510], ¥7t A2 4
HAH2=Z Ho|HE &2l & UGS
7|2 = 2L HAKE 40| &= E)0| 2ASH=2| A0 22|=[R| et= H210| cifa 2o
=
50T | oiylstm Rl B gk
HAI|2 » AT AR 20| 2250, S Eest W20 sl ¥7|d ZESE Soff AA 2|7t £ e
7|l=
oa’Zl™ =
3% otd gfLct
= HZ10| AIE &S FAst, MY £= 207t gle H2le| ZR0= A AHe, 2 2EE
WS = B tisiAd= 7|& CIOIE{E Archive Storage 22 Y = AXS Data o 22
F7| B2MAE S 295t AS A1 Ut
S EAR o R LR
Object Storage / Bucket M: Q@ B &'
< HAPE
Q
b 27| #y(22o)E ¥R
kr-dev-servicename-databackup 0B 2020-04-01 16:52:12 (UTC+09:00) v
kr-prd-servicename-databackup 0B 2020-04-01 17:30:20 (UTC+09:00) v
2| 70| AHAL =
- HIZU U Tl oSt AN U 4 YR
Object Storage / Bucket Management -E)E @ E :1«:'
Bucket Management @
ERUEECN 42 o Yo 3 SMEIE v
3l ot =g ga) 3 kr-dev-servicename-databackup
& S 237 NED BGOE - Q
= kr-prd-servicename-gat. i
Ll a7 AT 2R
Tl Objectstorage_test].txt &B 2020-04-01 12:40:46 (UTC+09:00) e
[ Objectstorage_test2 txt 8B 2020-04-01 18:40:46 (UTC+09:00) v
[ Objectstorage_test3d.ba BB 2020-04-01 18:40:46 (UTC+09:00) N
<33, B2 U oo By e
H|n
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ST-04 NAS 3240

No. ST-04 =25

= CHAF A&

NAS

MH|A
N

83 sit)/2s, At

CIO[E{E &2lg & UBL
I

0|235}=l Controller

= Naver Cloud Platform 0}
HHOf

=

S NAS é,%OI
5], Z2EZ0| 2
Disk Array Raid #8422 2

CF.

" NASOf| A2 =
* NAS 0| AtE =40

0| 2=[0] SA|E MB{Z7} NAS Of OF2
2t 387

E7 A= of

FEOME el BTt

OR2E &[0f A=A dF

UAEA]

(o]
o

2
t

PN
o2

M

(o]
AX

ofy
B o

2
(=]

A |-0||
oX O

N
ol

g

kR
rr

rr
o
40

o}

|_

0|:|

H‘I

|01

U

| —
—

Me
fLICt.

ol

=

02

ME{Z} NASO| OIRE

* NAS &20| 5184 25
SFE A=
= Windows A{H{2Q]

= otgl
— =2

= g
m.m
y OF

oz

Zone 18 *

=24 MU0 el ¥7|2H2=2 HESHY, AMEO| 2| &
ME7F Q=2 HA 5t NFS H2H|0f
2% CIFS 8438 Soff 2 o8 MAYEE FI|He2 ™

M2
=202

=3l Al

NFS, Windows At AE2 CIFS

2 NFSEZ M 4%

KR-1

Cloudsecurity

500

o

oy >

2
=

(4]

I
i
iy
2
]
.

ikt
02
ol
(]

O NFS CIFs

<]
i
i1}
o2
fot
jol
)
ofy

" Linux AE<

T UGHCH

M

<IZ. NAS 2N 84

—

A 24

20

>

=

=
= =

dd NFS 82 Aof 280M DRRE
O[=0|= NFS &2 A0S 2%

=
=

St
=
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@ Ezax © nFs 2 HOoj Y 3 HE Y

NFS T2 %o 23

Ha M

AH 0|2 - a ACL 4% AW

MH 0|8 Zone P 48 A 0|8 Zone P EL]
§171343137¢9 KR-2 10.41.165.33 e 225 517134302901 KR-1 10.33.15177 e 225
51713431302 KR2 10.41.166.231 e 233

* NAVER CLOUD PLATFORM L&

AHO MHENAS ES

= Windows A|€2| M= NAS O2E A| ID, Password QIS AL §HLCH THAQES
F7|Hoz HAHSIH AtEote= 21 H1 §Lct.

— A= =

CIFS 215 Y= 4%

D testiD

HEHE

=}

<A@ dFs @2 Ao 28>

* NAS AtM| A9 : https://docs.ncloud.com/ko/storage/storage-4-1.html
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5. DB Eot

DB-01 DB Zone E9F 1A

No. DB-01 zon A CHAF AMH|A Cloud DB for xx / MxSQL x| &
* Cloud DB for XX = & 7t2| 41t Seiftez ZHHstA fL&std, UY|o|He| 2|Mst d¥E2 S
MHlA | otdHo=z RYsH, o7t YdstH XtE %?ﬂ% 2td ey S2HRE MH[AQL G
e » Naver Cloud Platform O|A] H|&3t= xxSQL AX|d MH|AOME 7|82 Az £F9| 7| dz|=
O|0|R|E R|&aiFLICt.
rmay | " NUYES SRYEE H@sts DB 75 Al SecureZones OI85t0] 740| R ELIct. DB
SET | MH{o] 290l M2 O AFHALD SR Q5 CHE MH|AQL 22|50 LAEHER| dH Bt
HA7|= |  DBMHL| 2x[7t T2 MH|ALL F2[5t0] CtHSHA HE U B2 YS FLCH
 VNRIMES SQYEE DBO| E#sts BR0|= Secure Zone € 0|83t DB & +ddt= AS
A LT Secure Zone Off WHE M= SSLVPN S O0|85t0 Z& & £+ JUFUCH
= Secure Zone W DB & 7As5H| QlaliAl= AtAO| Secure Zone 0| AlAE SHOF &L|Ct
* SSLVPN A2 Al1d 4 1M -> Secure Zone A1 & 24 -> Secure Zone W DB 74
Cloud DB for MySQL / DB Serve
| M4
[+ BLEE z DBYE 3 HEZTY
DEMS &8 MySQL
DB 4% HE MYSQL5.7.29 ¥
‘?_-I.T'.AI‘@" DBSIOjME @ General Public License
Zone KR-1 b
Secure Zone Are oret | © Secure Zone O AH A
DBSever EF2l @ Standard -
VCPU 275, B 2 E] 4GB X
0|5 ASEA B © sso HOD S =
O|E AEE|X 83 = 1068
Dy N
25 Azt 28R
<&l Secure Zone DB F4>
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= Secure Zone 1} 2|HA|(Legacy) @1Z2} 7t 3I0|E2|E(Hybrid) 7140 Zast AL, Secure Zone
Advanced SME 0|83A LZRE &25t1, Secure Zone 0 T El DB Ol IPSec HZES S5

B4 @ 4 AUt

» IPsec VPN 2 0|235}7| {IsHA= Private Subnet 2 AP0 AdASHOF SHL|C,

» Secure Zone &Ml A9 : https://docs.ncloud.com/ko/security/security-14-1.html
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DB-02 DB HZSA

No. DB-02 z2% Ab CHAF AH|A

Cloud DB for xx / MxSQL 82|& &

- Cloud DB for XX &= 713 4% 22002 WA 225D, Holbol 212{st 43S S5
MEIA | 22 SR, Fo7t JUSKA AT 2TIHE AU Y FALE HuiA
2 | = Naver Cloud Platform OflAl HB3Hs xxSQL M/ MHIA0IAE 7|2 M3| 470

7] 22l
O[0[RE AlYatEUCt.

= GO0 A& L YEO| HZO| T

At H2EA JAof| T2k SAISH

uH
fo
ro
o oo
rr oo
Hu
I
3
2
H
=
>
Il
>
=
=
>..
o
R
o)}
Job
ol

n
(@)

IS @ CO|E{H|0|A W YEo| P20 BRet SEL2IHY
s

0

YEAL> (M) L ALEALE
LIt

02
Joi
ol

Aot Y2SA Aol Tt SASY A= 8

40
3
:

19

S A gt SSLVPN 2 E5) 71

* DB MH{ AtE2F 42 SSLVPN 2 S8l d46t= = o
b B AH9] ZAR0= SSLVPN S Z4Z2

=
AEAE MY & 2 QEL|C} (Secure Zone Off A4
AFE35H{OF SfL(Ct)
» DB M L0 Ch5t ST 202 HPAAEI(MB]) 22 ACG, Secure zone Firewall 2]
Policy Off 31& % 7t 3liOF §L|Ct. Secure Zone Firewall iM= Source IP = 248 E35f

=
o—| - T =2
7|20 MM5| =2 2|AA0 CHaiMBE 2| & 4 Q&L CE (ex. SSL VPN, Object Storage )
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Policy ‘44 X
Name® ssivpn_rule|
Description
Source IP* Source -
10.62.76.32/28
Destination IP* Destination w
$171354d9fae (10.39.20.56)
Protocol ® O Tcp UDP ICMP P
Port* 3306
Action ® © Accept Deny
<& Secure Zone Firewall Policy A&>
= SSL VPN AfM| A& : https://docs.ncloud.com/ko/security/security-5-1.html
= Secure Zone Firewall &M A% : https://docs.ncloud.com/ko/security/security-13-1.html
H| 2
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DB-03 DB Backup

No. DB-03 Z2c = CHAF MH|A Cloud DB for xx / MxSQL H2|d &
= Cloud DB for XX = Z 7tA| ddu 320tz 7HHSHAH LS50, HolHe| 243t 4¥S Sdl
Hel2 | ohEHo= 2osin], Zojrt WSl A5 BRots oY eld F2ALE MHAYLCE
2 | = Naver Cloud Platform Ol A B3t xxSQL H2IF MHIAOME 712 82 29| 7| Hx/E
0|0|2|Z AAUBHFLICt
Az | CIOIEIS B3l ZojEdoz Qlst HlojH &40l thSS lsh DB OlSst +d 2 MY IS
SO | oistn el A gt
appippz | © BT HOIESI T8 U REME SAIs| S50l O1F3 2 U WY WAE ofisin gUs
(== = =
8% ok Ut
= Cloud DB for xx = DB YAl 0|3st 4 SHS SoliM 1L 78 &3S d Ut
St Backup THYOf| Chst 22 72t &45t0 Backup 2 #dcte A4S A1 gL CH
F7MHo2 MAUS BA5|0F St= B Object Storage 2 &SI 22 & 4+ UgUCH
= Cloud DB for Mysql 44 O=0IM 1718 2@ SHe= 43 & £+ USUC
Cioud DB for MySQOL / DB Sarve
< Md
@ ez 2 DBAEH 3 HEBY
DBMS E5 MySaL
D8 AT BF MYSQL5.7.29 kb
DB 20| General Public License
;J_T'_AI.@- Zone KR-1 -
Secure Zone O HEoE Secure Zone 0 A{s 4
DB Server Ef% Standard ¥
VCPU 277, G 2.2 4GB M
GIOIE AERXI B © sso HOD
O|E 2227 82 = 1068
InEsTE -
277 Al 885
<33 Cloud DB for MySQL 17t87d 44>
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= Cloud DB for Mysql ‘44 O'=0lM Backup 4&1f, Backup Tyl 22 7|2ts 4EY %
UG UL
@ ez © oeum 3 ATHY

USERID® @ = AR G167

HOSTOP)® @ BRI P QE

USERUE® @ 2| g3, ZICf 207

DBEREE 2306

7IEDBS® @

2 1 2%, S0 30A+
DBConfig 8% o

naver-mysql-5.7-standard

DBl T @

Backup 2

i
o

Backup T 23 7|1 12 e

Backup A|ZH 5, kR

< o

<212l 34. Cloud DB for MySQL Backup 4%>

= Cloud DB for Mysal -> Backup -> AMLHSE -> Object Storage 2 ELH7|

= DB Backup MM A% : https://docs.ncloud.com/ko/database/database-5-4.html

* Naver Cloud Platform xxSQL H2[822 DB & F4ste ZR0le AE2|Z| A J|58 Sdi
YIIH2 2 HO|H HYS st= A= AL FLCL

Tgd= — A=

= AE2|Z| AUAE NE MA : http://docs.ncloud.com/ko/compute/compute-6-1-v2.html
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6. 22RE

—

sk wok ZAt

AU-01 AY 23 7|4 ZhAL
No. AU-01 =T = CHAY MH|A Cloud Activity Tracer
TN » Cloud Activity Tracer = Naver Cloud Platform MB|A 0|8 2 YMsH A|d &5 208
jg | 192 SUFE MH2YUC JlEHoR 25 U APIE £B Y g5 2t SUsi0]
L _ _ ~
Auto Scaling & Ats3tE AAZHE S Y sk 7|SEHUC
o | " BOUEIR 2S AW BE Y B Ao o3t 1 F2ALE SOl 2L8E oSl s
o - -
ST yxez g 202 HE UG
77| 2 » A4S QIVIE[R] QF2 M L HE EYES AZe H2HS HA¥Y HESE FU|AHe=z
=
SETE ot U=A| d4 st Y= FF ¥= Lt
* Cloud Activity Tracer &4ist= 211 £ 2N MEf 215 E5H
Al 20 AMRAF ALRQIZ|, H|QIVE Q| 2QIZ| o{EE &l gLt
48 20 HAZE Yz S5 a82) 44, "E, AAE 207t HZ4Ho=2 0| SYSHY =4
S0l LT FI[HezZ oY 2F ZAlst] IRVt el OEE ddste A2 H LTt
Cloud Activity Tracer
o 4BOEF ~ Cloud Log Analytics HIZ2}7| (3 oF O Yote7| 3 fs 2 =k w
B3 EiFd H24S v 2020-03-09 15:58 ~  2020-04-06 15:55 SEdas v §171343137¢9 Q 10754 27| v
= 23 HugA By A ALE| AHRY HEB R LIES source
ﬂ -TI_AI- °°I‘ 2020-04-06 15:54:37 Stopping Server completed

Bl source

B 20-0406 155437 By
By 4H : EGLESLH : z2ogoza1s0i27|
Hew B A&

SEE

Korea 2020-04-06 15:54:27 Request For Stopping Server £4F Root jenin@naver.com Server Console

Aad. AY 23 WY ZAD

* Cloud Log Analytics &S E5f| 21 7|28 2T HEfZ S0l £ ASL Y
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%l Lag Count 2 Log Count

19,059
5k 4.32k 432k
4k
Z2 Log WEH (M)
4k
0
3k
AHE% 2 Standard ( 100.0G ) 3k
M &Y (MB)
E 138k
2k
1k
0.0%
9.7MEB Used 500
0 [ o o 0 L] o 0 0 [} o 0 o
0
A J ) oo
> g 3 y §
Type '8 48 EF (%) Type ‘& Log &4 33 Server 2 Log U4 BT
@ cdb_mys.|_emor I~ 19,06k )
o 13 12.68K

6.38k

<1 21 7|12 JHMED

» Cloud Activity Tracer &M 2@ : http://docs.ncloud.com/ko/cat/cat-1-1.html

« StAE] 270)| CfsHAM= Object Storage 2 7|02 S M1 S Ct

Cloud Log Analytics &&0lAM Export Log OIS Sol & WEWY| 430| 7ts LI

s WUz Y

Zi%% ZTHE Object Storage 2 Export ELICH
Export 2 Cid} S{2IS ST AL it 521 ME0| SIX] FACH
Object Storage A E 014 221 LHE HH 51FA7| BHELICH
Export &l Iy 2 11255141 & 212] CLAExport EC{0) MTELICE

v  kr-dev-servicename-data v EBIZRUY LgEE v EH

Object Storage= L= 7|

Aad. 2a71F 2

H|Z

NAVER Cloud
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AU-02 2|2 7|4 ZHAL

No. AU-02 =0 = CHAM MH|A Resource Manager

Us MUIAJLICH HHEl M 2|aA JHES §F #Hoj| =lgh &~ QIoi
MH|A | JE 2(aAlo| Y O|HE =olgh & JUELICt ESH JHE 2|AA0| ofst Tag E E& ot
ne =o|AQl AM 4l aelg £~ e, AME A0 et 2[AAE AFYSI HAHSE 2|AAE
aefe &+ AL
= 2|AAE= AFEZI7} Naver Cloud Platform Of|Af A8Ad5H zp2lo] | QlL|Ct,
- SRR U2 2las MY/HE/AMA & 0 22RE SFo| *YES of|Ysty| s
ST | AreR Blas 28 WY Fu
77|12 = AT QVIE|A| QE2 2|AA0| CHe Y, HE, AT HUSIRIER AEd AEE FU|EL=
oo’/iT™ P = =
Oldsty Ues FF Y= Lt
* Resource Manager &dist= 28 FI7|H2=2 ZAISH0] H|QI7F W EE HAste AS
A0 LT AL 2etof CHSiA= of2iel OjA|E &t BfL|CH.
= 0f) Resource Manager & Solf MH2| HE 0|HE =I5t Ho&el #HE oF =0l
® M| 4E F KR-PRD-Service-was01 of CHa HZHO| SMe|ASLICH
Resource Manager / Resourca L,QE 0} *v
Resource ©
YE oot 3 fs 2 L-Snk:] v
2jaA Hay
222 08 a | M48 @ ®A v | B HA v B3 v Ex=3s Y
HArst

CESNUTS Bl WA UA

¥  kr-dev-servicename-was01 & 2020-04-06 16:20:08 (UTC+09:00)

44 "L

N o
rEpoom P
I» 1>

S 2

og [

) E]

z

F L}
3
1>
&3
o
e
=

@ 244 %Y 0[S S5 OfF WY 0| YA Ol FLICL 20| #Y
210 st ol MH 2| 3 YUt

NAVER Cloud
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g oy X

S

2|24 0|12 kr-d NRN nr 7

45 ervel 2|H 53

Z3|7|t 21T v 2020-03-06 17.57 ~ 2020-04-06 17.58 e Y4 Q
YA YUy Y ZzY 233
2020-04-06 16:20:08 (UTC+09:00) Shutdown Server Instance SUCCESS CONSOLE
2020-04-06 16:17:48 (UTC+09:00) Server Start SUCCESS CONSOLE
2020-04-06 16:09:43 (UTC+09:00) Change Server Name SUCCESS SYSTEM
<. 2a2 2 o) ol
= [ o AsHE 2 = =
@ Resource Manager 3|AE2| HIF0A 2s +sH H¥, 2F IPS 27H3Q
=2 3 = H= = =
dEE EQIsto] UtE 2YRlz| oFES &el Ut
el 4 X

g

g a4 2 H2ES

T LS Shutdown Server Instance = E

Ig a2 SUCCESS Skl =

23 E Co 27 P

e aL
HH EE

ftem Value
hostName §171343137¢c9

asyncTaskUuid
centractNo
InstanceDesc
operationCode

serverinstanceTypeCods

f285eeat-b43e-d4i8-0808-781c2982f8cf

3160915
<empty=>
NULL
SVR
Q.

plas ¥E Yy

ot

Foly

[

» Resource Manager AtAM| A® : http://docs.ncloud.com/ko/management/rmgr-1-1.html

H|2
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7. MH|& A&5d st
MU-01 HE|Z 3H
No. MU-01 =225 = CHAF MH|A HE|Z(Multi-zone)
MH|A | = HE|Z(Multi-zone)& =7t T2(2| 2|™(Region) WolA S2|X2= 22|20 U= C|O[E4lE
e |2 HEYAZ THELICL MHIA J18Y Y A2HS ol 0153 U HAE AT & UsLCh

——— A ME 4 Al ISiAtRY YlsHE B2 O|FSE Soff MH[AL HEME SEstL U
(==l | -

Hd gt
HAIIZ | » 22 MB7} Zone2 Sdffl 0|Fst &0 U= ER ¥E L|CH

» SEHHME 0|85t0] HE|Z(Multi-Zone) 7t MHZ 0|F3t £4& H1 &Lt

» HEIZOME 2 HRZE AME L Z0 HERT Y S AHSolR|2, EEMHAME 0B ER

S IP 4 Y ES &8e +~ YU

(| RE WM MY
©:== © Huix7t 3 BunE Y|
JM?»‘I
AR
HY A ME v Q HE A
e 018 ZONE 45 A 015 ZONE ApEj
kr-dev-servicename-web01 KR-2 e 2%
<. ZE|IE LB ¥
» HEIZ MM AP : http://docs.ncloud.com/ko/region/region-1-1.html
|2
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